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	Agreement Restricting Disclosure and Use of Restricted Data from the American National Election Studies (ANES)


This agreement (Agreement) is entered into the DAY day of MONTH, YEAR between the Regents of the University of Michigan, a Michigan Constitutional Corporation, on behalf of its Institute for Social Research Center for Political Studies American National Election Studies (ANES), and the RECEIVING AGENCY (Receiving Agency), wherein INVESTIGATOR (Investigator) is the researcher responsible for the projects that require use of ANES Restricted Data.  

Whereas, ANES has a data bank, established and supported in part with federal funds, that contains confidential information, and 

Whereas, Investigator has an Institutional Review Board (IRB)-approved study that requires access to one or more files of the ANES data bank, and has submitted that IRB-approved research plan to ANES (the Research Plan), and 

Whereas, the Investigator and all other persons having access to Restricted Data under this Agreement are bound by the precepts of the Receiving Agency’s Code of Conduct for Employees and applicable standards of conduct, including as set forth in the relevant provisions of the Code of Federal Regulations, for the use of nonpublic information and the sanctions and criminal penalties for the misuse or disclosure of data gathered in whole or in part with federal grant support, and 

Whereas, Investigator has submitted, and ANES has approved, an application seeking access to Restricted Data (the Application), which included a plan by which the Investigator would use the Restricted Data (the Research Plan), a plan to keep the Restricted Data confidential                                                  (the Data Protection Plan) and a plan for protecting confidentiality of the Restricted Data when distributing results of the Investigator’s research (the Disclosure Protection Plan), each of which Plans are incorporated by reference into this Agreement. 

In consideration of ANES’s providing access to the requested Restricted Data, the Investigator, the Research Staff, and the Receiving Agency agree to comply with all of the terms and conditions set forth in this Agreement.
A.
DEFINITIONS. The following terms have the definitions set forth below.  Other terms are defined parenthetically throughout this Agreement.
1. The term “Receiving Agency” means the organization employing the Investigator.  
2. The term “Representative of the Receiving Agency” means an individual who has the authority to represent the Receiving Agency in legal agreements and who can bind the Receiving Agency to the obligations contained in this Agreement.

3. The term “Research Staff” means students, staff, and/or faculty at the Receiving Agency who obtain ANES authorization to use the Restricted Data under the Investigator’s supervision.  Each Research Staff members must sign a Supplemental Agreement with Research Staff (Supplemental Agreement) and must have a formal affiliation with the Receiving Agency and with the research project described in the Research Plan. Each Supplemental Agreement signed pursuant to this Agreement is incorporated by reference herein. 

4. The term “Restricted Data” means the restricted data files and materials provided by ANES, any copies or backups of those files and materials, and any product (whether electronic, hard copy, or otherwise), variables, or fields derived from them.
B.
REPRESENTATIONS AND WARRANTIES
1. The Investigator represents and warrants that he/she: (a) is a permanent member of the faculty at the Receiving Agency, (b) has obtained IRB approval (either at the Full or Expedited level), under the standards and procedures applicable to live human subjects, for the research to be undertaken using the Restricted Data to be provided under this Agreement, and (c) assumes all responsibility for compliance by Receiving Agency employees with all terms of this Agreement. The Investigator shall provide ANES with certification of IRB approval prior to the signing of this Agreement.
2. The Representative of the Receiving Agency represents and warrants that: (a) he/she is authorized to enter into this Agreement on behalf of the Receiving Agency, (b) the Receiving Agency has an IRB that is registered with the United States Department of Health and Human Services (DHHS) and that operates in compliance with applicable DHHS regulations, and (c) the Receiving Agency has in place policies and procedures on scientific integrity and misconduct, and, if ANES notifies the Receiving Agency that a violation of this Agreement has occurred and alleges that the violation constitutes scientific misconduct, the Receiving Agency will handle the allegation according to those policies and procedures.  The Representative of the Receiving Agency shall provide ANES with proof of DHHS registration of the Receiving Agency IRB by the time of the signing of this Agreement.
3. Each signatory to this Agreement (and/or to any related Supplemental Agreements) (collectively, Permitted Users) represents and warrants that he/she shall use, or permit others to access and/or use, the Restricted Data only as permitted in Section C, below, and shall fully abide by the terms of this Agreement, including with respect to confidentiality and publication as set forth in Sections D and F, below.
C.
OWNERSHIP OF, ACCESS TO, AND USE OF RESTRICTED DATA

1. ANES Restricted Data are and shall remain the sole property of ANES.
2. The Investigator shall ensure that only Permitted Users may access the Restricted Data and that Restricted Data will be used solely for scientific and public policy research, and not for any administrative or law enforcement purpose.

3. The Investigator shall supervise the Permitted Users’ use of the Restricted Data to ensure that their use conforms in all respects to the ANES-approved Research Plan, which is incorporated by reference into this Agreement.  

4. A Permitted User shall not make any attempt to link Restricted Data with any other dataset, except as specified in the approved Research Plan.

5. The Investigator shall maintain physical control of the Restricted Data at all times and shall ensure that each Permitted User follows the security precautions set forth in the ANES-approved Data Protection Plan, which is incorporated by reference into this Agreement.

6. In the event that any Permitted User leaves the Receiving Agency, the Investigator will promptly notify ANES and ensure that the Permitted User can no longer access the Restricted Data. In addition, the departing Permitted User shall sign and return a pledge form stating that he/she has discontinued access to the Restricted Data.  If the Investigator should leave the Receiving Agency, in addition to the procedures above, the Investigator shall also promptly return the Restricted Data to ANES.
D.
CONFIDENTIALITY
1. Each Permitted User shall use the Restricted Data to generate only statistical summary information that does not permit the identification, either directly or inferentially, of any individual person, family, or household. 

2. A Permitted User shall not make any attempt to identify any individual person, family, household, or employer. If a Permitted User inadvertently identifies an individual person, family, household, or employer or discovers a technique for doing so, the Permitted User shall promptly report the identification or discovery to ANES but shall not reveal it to any other person who is not a Permitted User under this Agreement. 

3. Each Permitted User shall at all times implement the procedures for protecting respondent confidentiality outlined in the ANES-approved Disclosure Protection Plan, which is incorporated by reference into this Agreement.

4. Each Permitted User agrees that in response to any request for Restricted Data under the federal Freedom of Information Act, 5 U.S.C. § 552 or comparable state statute, he/she will refuse to disclose the Restricted Data on grounds that the Restricted Data are not a Receiving Agency record subject to disclosure under that Act (or similar state statute) or, alternatively, are otherwise exempt from disclosure under that Act (or similar state statute). The Receiving Agency, through the Investigator or a Representative, will immediately notify ANES of any such information requests. 
E.         PAYMENT. The Investigator shall bear all costs, whether direct or indirect, involved in preparing and supplying the requested Restricted Data.  In cases where the requested Restricted Data is limited to pre-prepared restricted data files and materials, those costs will be covered by the application fee of $335, which was paid at the time of the initial application.  In cases where the requested Restricted Data includes data files and materials that had not been previously prepared, the Investigator will be responsible for paying the additional costs incurred in providing the requested Restricted Data, and must pay those additional costs immediately upon execution of this Agreement by the Investigator and the Representative of the Receiving Agency. 
F.
PUBLICATION
1. A Permitted User shall not publish or make public, or authorize another to publish or make public, any data that might allow identification of any individual person, family, household, or employer.

2. Any publication of results from the use of Restricted Data must conform to the requirements of the approved Disclosure Protection Plan.

3. ANES encourages each Permitted User, individually or through the Investigator, to submit, prior to publication, copies of manuscripts or other publications that make use of the Restricted Data so that ANES may share with the authors any confidentiality issues that ANES may identify. 

4. Each Permitted User, individually or through the Investigator, shall submit to ANES copies of all publications that make use of the Restricted Data.

5. Any publication that makes use of the Restricted Data must acknowledge ANES, and its funders, as appropriate, as the source of the Restricted Data.  Acknowledgments must conform to the citation requirements set forth on the ANES website.   
G.
INSPECTIONS AND AUDITS. ANES may conduct unannounced and unscheduled inspections of the Restricted Data site(s) to assess compliance with the terms of this Agreement, including with respect to compliance with destruction requirements, as set forth in Section I, below, following termination of the Agreement. The Receiving Agency shall make available to ANES all requested information and materials relevant to ANES’s assessment of compliance with this Agreement, including access to the physical housing used to store the Restricted Data, the handling protocols used with respect to the Restricted Data, and any other information or materials ANES deems relevant. 
H.
CHANGES TO THE AGREEMENT
1. Changes to this Agreement require prior written ANES approval and are at ANES’ sole discretion. An Investigator must seek written approval from ANES before (a) permitting any additional individuals to access the Restricted Data or (b) making any changes to the computing or research environment or any other aspect of the approved Data Protection Plan. All other proposed changes to the Agreement, other than an extension of the term as set forth in Section I, below, require submission of an entirely new application and a new application fee of $500.

2. The Investigator may submit change requests to ANES by email to “anes@electionstudies.org”. 

3. In the case of a request to extend access to the Restricted Data to other individuals at the Receiving Agency, the Investigator’s email to ANES must provide the full name, title/position, and contact information for each individual requested to be added, and must indicate why that individual needs access to the Restricted Data.  The individual may not access Restricted Data until ANES has acknowledged, in writing, its receipt of a signed Supplemental Agreement for that individual.

4. In the case of a request to change the computing or research environment or any other aspect of the approved Data Protection Plan, the Investigator’s e-mail to ANES must describe the proposed changes in detail and must explain how the new procedures will provide equivalent or better protection for the Restricted Data.  The proposed changes may not occur unless and until ANES approves the changes in writing.  If ANES rejects the proposed changes, the Agreement will terminate immediately and the Restricted Data must be returned in accordance with Section I, below, unless the Investigator agrees to continue to follow the procedures set forth in the ANES-approved Data Protection Plan.
I.
TERM AND TERMINATION
1. Unless this Agreement is terminated as set forth below, the Investigator and other Permitted Users may use the Restricted Data for the period set forth in the ANES-approved Application, which may not exceed twelve (12) months from the date that ANES ships the Restricted Data to the Investigator (the Term).  

2. Within two (2) months, but not less than two (2) weeks, before the expiration of the Term, the Investigator may request an extension of up to six (6) months by sending an email to “anes@electionstudies.org”.  The email must describe the progress of the Investigator’s research and explain why the extension is necessary. Extension of the Term is at ANES’s sole discretion.

3. Upon expiration of the Term - including any extension thereof - or termination of the Agreement by ANES for any reason, the Investigator must ensure that all originals, copies, and derivatives of the Restricted Data, on whatever media, will be immediately destroyed, and must, within two (2) weeks thereafter, certify to ANES that this destruction has occurred.  
4. If ANES determines that this Agreement has been violated, ANES may, without limiting any other potentially available remedies, take any of the following actions:

· Terminate the Agreement, and deny any individual Permitted User, or the Receiving Agency as a whole, future access to ANES Restricted Data;
· Report the violation to the Receiving Agency’s IRB or other office responsible for scientific integrity and misconduct, and request investigation and imposition of sanctions, if appropriate, on the person(s) responsible for the scientific misconduct; 

· Report the violation to DHHS, which may result in the investigation of the Investigator and the Receiving Agency;
· Report the violation to federal and private research funding agencies, with the recommendation that current funding be terminated and future funding be denied to the Investigator and all persons involved in the violation;
· Seek full compensation from the Investigator and/or other Permitted User(s) or the Receiving Agency itself for any losses or expenses, including reasonable attorney’s fees or court costs, resulting from a breach of any provision of this Agreement; or

· Seek such other remedies as may be available to ANES under law or in equity, including injunctive relief.
J.
INDEMNIFICATION. Each Permitted User, jointly and severally, will indemnify and hold harmless ANES, its investigators, and The University of Michigan from any and all direct or consequential damages, losses, and expenses, including reasonable attorney’s fees and court costs, incurred as a result of an action by any party arising from the Investigator’s or other Permitted User’s breach of any of the representations and warranties set forth in Section A of this Agreement.  

K.
SURVIVABILITY. Provisions surviving termination or expiration of this Agreement are those which on their face affect rights and obligations after termination or expiration, and in particular include provisions concerning representations and warranties (Section A), confidentiality and publication (Sections D and F), audits and inspection (Section G), and indemnification (Section J).
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